alacritech iSCSI Multi-Path /0 (MPIO) Example

iISCSI Multi-Path 1/0 (MP1O) Example

This is a example of how to create an MPIO connection to an iSCSI target in a high
performance environment. By high performance, we mean that we have an isolated
VLAN for iSCSI traffic, and that only iSCSI traffic will travel on the VLAN. All non-
essential protocols (Netbios, client for Microsoft networks, etc.) have been unbound
from our iSCSI interfaces. We will be connecting to a target that supports active-active
using the Microsoft DSM Round-Robin mode.

This document is provided as a convenience only. If you have access to the Microsoft

iISCSl initiator Users Guide version 2.06 or later, you should reference that document,

as it has a much more thorough treatment of this subject. Furthermore, that document
should be regarded as authoritative if there are conflicts with these instructions, unless
those conflicts are specific to the way Alacritech products function.

Before starting, you need to make sure that the target you plan to use supports MPIO,
and that it supports active-active connections. If the target supports MPIO, but does not
support active-active, you can still make an MPIO connection, but the only supported
mode will be failover. There's nothing wrong with failover mode, it gives you network
redundancy, but it does not provide the performance increase that the other MPIO
modes do.

The other thing you should know is whether you target manufacturer has their own
MPIO DSM (Device Specific Module). If they do, it may be preferable to use their DSM
mode instead of using the round-robin mode that we use in this example.

Our target is an EqualLogic PS100 Storage Array with a portal address of
192.168.51.1/22. The target has 3 ethernet interfaces all on this subnet. The target has
already had a volume set up, and has been configured so that our initiator host has
access to it.

The inititator host is running Windows Server 2003 R2 SP2, and has the Windows
iISCSl initiator version 2.07, including MPIO, installed. It has an Alacritech SES2002XT
dual port iISCSI Accelerator that we will be using to connect to the target. The iISCSI
interfaces are configured as follows:

C:\Temp>ipconfig
Windows IP Configuration

Ethernet adapter 3A iSCSI:
Connection-specific DNS Suffix
IP Address. . . . . . . . . . . . :192.168.50.105
Subnet Mask . . . . . . . . . . . : 255.255.252.0
Default Gateway . . . . . . . . . :

Ethernet adapter 3B iSCSI:

Connection-specific DNS Suffix
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IP Address. . . . .« . « « « « < . :192.168.50.125
Subnet Mask . . . . . . . . . . . : 255.255.252.0
Default Gateway . :

After opening the iSCSI initiator applet, the first thing we do is add the portal address of
the PS100.

iSCSI Initiator Properties F x|

General Discovery I Talgetsl PersistentTargetsl Bound Volumes)'DevicesI

— Target Portals

Address ] Port ] Adapter I IP Addtessl
192168511 3260 Default Default

Remove Refresh |

—ISNS Servers
Name I
Add Femove | Refiesh |

oK l Cancel | Spply I

Once the portal address has been entered, the available targets are displayed. It is not
obvious which target we want to log on to, so we need to look at the configuration of the
target itself. Since that process is different for each manufacturer’s target, we won'’t
cover that here, but by default, we know the highlighted target is the one we want.
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iSCSI Initiator Properties k x|
Generall Discovery Targets PetsistentTargetsl Bound VolumesJDevicesl

Select a target and click Log On to access the storage devices for that
target. Click details to see information about the sessions, connections and
devices for that target.

Targets:

Inactive

Details I LogOn... | Refresh |

| 0K I Cancel | Spply |

Click "Log On", and check both the box for persistent connections and the box for Multi-
Path.

Alacritech Documentation 3



alacritech iSCSI Multi-Path /O (MPIO) Example

WE INVENTED SPEED

iSCSI Initiator Properties E x|

x|

Target name:

l n.2001-05.com.equallogic:6-8a0900-572eb6801-beF0000003546291-t0

[V Automatically restore this connection when the system boots

5 Only select this option if iSCSI multi-path software is already installed
=3 on your computer,

Advanced. .. | | QK I Cancel

Details I LogOn... | Refresh |

| oK I Cancel | Spply |

We then select "Advanced" so that we can configure the individual connects. Set "Local
adapter" to "Microsoft iISCSI Initiator", and select one of the two IP addresses on our
iISCSI network as the source IP.
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iSCSI Initiator Properties . x|
" |
m Advanced Settings r 21 x|
F General I IPSec l
n.
— Connect by using
v
o | Locslsdspter [Microsoft iSCS! Initiator ~|
v
Source |P: Default LI
N
Default
Target Portal: ~ [10.1.50.105
A 172.16.50.105
1= 192 168.50.105

b= —CRC / Checksum[192.168.50.125
I Data digest ™ Header digest

—I CHAP logon information

CHAP helps ensure data securnity by providing authentication betwes

a target and an initiator trmg b ablish & connection. To use it
specify the same target CHAR secret that was configured on the target
for this initiator

[Jser rame; I;q n.1991-05.com. microsoft: mayhem.csl alacntech.co

Tiarget secret I

[ Perform mutual authentication

Touse mutual CHAP specify an initiator. secret on the |nitiator Settings
page and configure that secret on the target

| oK I Cancel Bpply

Next we select the destination address. On most targets we would see several
destination addresses here, one for each ethernet interface, and we would chose one.
The PS100 is different though. Because EquallLogic uses a technology called iSCSI
redirect, we see only one address here. We select that address, and the PS100 will take
care of redirecting the connection to the appropriate interface.
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iSCSI Initiator Properties ) 5]'

Advanced Settings i _9]}_'
Targ General I IPSec I
MZ Connect by using
v Local adapter. | Microsoft iSCS! Initiator ~]
Vi
Vi | soucelr:  [19218850105 |
N
Target Portal: ~ |192.168.51.1 / 3260 ~|
Default
Ad
— ~ CRC / Checksum
" Data digest [ Header digest
~I" CHAP logon information
EHAR helps ensure data securnty by providing authentication between
a target and an mitiator trping to establish & connection. Touse it
specify the same target CHAR secret that was configured on the target
for this initiator,
Username; Ilqrﬂ 991-05.com. microsoft: mayhem. csl. alacntech.co
Target secret I
— I™ Perform mutual authentication
Touse mutual EHAP specify an intiator secret on the Initiator Settings
I page and configure that secret on the target.
| 0K I Cancel I Apply

After hitting "OK" several times, we get back to the target window which now shows as
"connected".
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iSCSI Initiator Properties 3 x|

General | Discovery Targets l Persistent Targets ] Bound Yolumes/Devices |
Select a target and click Log On to access the storage devices for that

target. Click details to see information about the sessions, connections and
devices for that target.

Targets:

Details I LogOn... l Refresh I

| 0K I Cancel | Apply I

Now we simply repeat the login process. The only difference is that this time we select a
different IP source address. Had this been a target that exports all target addresses, we
would also select a different target address, but the iISCSI redirect implementation on

the PS100 makes this unnecessary.
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iSCSI Initiator Properties B éll

EE Advanced Settings B 21x|

Selk  General l IPSec I

targ

2 — Connect by using

Tai Local adapter: | Microsoft iSCSI Initiator |

N, Source |P: Default .II

m Default

al Target Portal: ~ [10.1.50.105
172.16.50.105 |
192.168.50.105
~ CRC / Checksum '

[~ Data digest [~ Header digest

—I" CHAP logon information

EHAP: helps ensure data security by providing authentication between
a target and an initiator ting to establish & connection, To use it
specify the same taraet CHAPR secret that was configured on the target
far this initiator.

User name:; qun.1 991-05.com.microsoft:mavhem. csl.alacritech.co

™ | Berform mutual authentication

Tio use mutual CHAR specify aminitiator secret on the Initiator Settmas
page and configure that secret on the target.

| 0K I Cancel l Apply

Now we are back at our target window, and it looks no different than it did after logging
on the first time. Select the target again and hit the "Details" button.
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iSCSI Initiator Properties § x|
Generall Discovery Targets PetsistentTargetsI Bound VolumesJDevicesl

Select a target and click Log On to access the storage devices for that
target. Click details to see information about the sessions, connections and
devices for that target.

Targets:

Details | LogOn... | Refresh |

| 0K l Cancel | Spply |

This opens the target properties pane. Now select the "Devices" tab and highlight one of
the available devices.
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iSCSI Initiator Properties

X|

General | Discovery Targets 'PersistentTaruets] Bound Volumes/Devices |
Target Properties

X]

Sessions  Devices IProperties ]

These are the devices exposed by iSCSI sessions to the karget., Click

Advanced to view information about the device and configure the
multipath policy.

Devices:

Device Name MPIO Capable

SCSI Disk Device Multi-Path Support

Advanced |

| oK I Cancel I

apply I

With a device highlighted, activate the "Advanced" button to bring up the "Device

Details" pane. This pane should show the "Load Balance Policy" as "Fail over only", and
should show one connection as active, and one as standby.
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iSCSI Initiator Properties , x|

General | Discovery Targets IPersistent Targets | Bound Volumes/Devices |
Target Properties x|

ol = 1

Sesty
Device Details E X|

Th
ac  General MPIO |

mt
Load Balance Policy :

Fail Over Only _:J
Fail Over Onl

Round Robin With Subset
Least Queue Depth
Weighted Paths

Least Blocks'_

This device has the following paths:

Path Id I Status | Type I ‘Weight l Session ID

0x7703... Conne... Active nfa FFFFFFFFB6SdSaFc-400001
0x7703... Conne... Standby nja FFFFFFFF865dSEFc-400001
Rl | 1

— Detals |  Edt. |

| OK I Cancel | Apply |

Change the "Load Balance Policy" to "Round-Robin". All paths should immediately
change to active, and your MPIO connection will now be fully functional. The bandwidth
to target is now equal to the sum of the bandwidth of completely independent paths. In
this example, we have two completely independent paths of one gigabit each, so the

bandwidth to target is two gigabit. Had we more network interfaces available we could
increase the bandwidth even further.
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iSCSI Initiator Properties x|

General | Discovers  Targets | Persistent Tarasts | BoundVolumes/Devicesl
Target Properties x|

ot = 0 |

Ses: g
Device Details 2 l‘

Th
ac General MPIO I

me

Load Balance Policy :

— Description

The round robin policy attempts to evenly distribute incoming
requests to all processing paths.

This device has the following paths:

Path Id | Status | Type I ‘Weight l Session ID

0x7703... Conne... Active nfa FFFFFFFF865dSafc-400001
0x7703... Conne... Active nfa FFFFFFFFE6SASEFc-400001
«| | i

Detals |  Edt. |

| QK I Cancel | Apply |

If we now run the command netstat -nt we see that we have a connection from
192.168.50.105:2817 to 192.168.51.2:3260, and from

192.168.50.125:2819 to 192.168.51.4:3260, and that both connections are
offloaded, indicating that everything is working as it should.
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¢t Shortcut to cmd.exe

Subnet Mask . . . 255.255.0.0
Default Gateway . . 18.1.1.1

Ethernet adapter 3A_iSCSI:

Connection—specific DNS Suffix
TRAdAPeSS "5 o oy o = o o @

Subnet:Mask . . o o o o 6@ @ e
Default Gateway . . . . . . . .

192.168.50.1685
255.255.252.8

Ethernet adapter 3B_iSCSI:

Connection—specific DNS Suffix
TP Address: i i i o & & & e e 8
BUBNEESMASK: . oy e axs ax @ wve avs @

192.168.50.125
255.255.252.08

Default Gateway . . . . . . . .

C:\Temp>netstat —nt
Active Connections

Local Address Foreign Address State Offload S

172.16.50.185:1133 172.16.58.2:445 ESTABLISHED Of f loaded
192.168.50.165:2817 192.168.51.2:32608 ESTABLISHED
192.168.50.125:2819 192.168.51.4:3260 ESTABLISHED
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